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Course Objectives:

1. To understand basics of Cryptography and Network Security.
2. To be able to secure a message over insecure channel by various means.
3. To learn about how to maintain the Confidentiality, Integrity and Availability of a data.
4. To understand various protocols for cyber security to protect against the threats in the cyber space.
Course Outcomes:

On completion of this course, the students will be able to

CO1.	Define the basics of OSI security model and Classical Encryption Technique.
CO2.	Understand and identify the application of Public Key Encryption Techniques and practices. CO3.	Demonstrate the application of Data Authentication and Authorization.
CO4.	Examine the basics concept of Network Security and Web Security.
CO5.	Appraise the recent threats and attacks against the technical world and design some effective prevention scheme.

Catalog Description:
Effective network communication is an integral part of technical life. Cyber Security and Cryptography is a process of securing the data communication, all the algorithms, messages etc. In this course you will learn the inner workings of cryptographic systems and how to correctly use them in real-world applications. The course begins with a detailed discussion of how two parties who have a shared secret key can communicate securely when a powerful adversary eavesdrops and tampers with traffic. We will examine many deployed protocols and analyze mistakes in existing systems. The second half of the course discusses public-key techniques that let two parties generate a shared secret key. Throughout the course participants will be exposed to many exciting open problems in the field and work on fun (optional) programming projects. In the course cybersecurity we will cover more advanced security tasks such as zero-day vulnerability, privacy mechanisms, and other forms of encryption.

Course Content:
Unit I:
10 lecture hours
Classical Encryption Techniques: Symmetric Cipher - Substitution Techniques, Transposition Techniques; Rotor Machines, Steganography, Block Cipher and Data Encryption Standard (DES), Strength of DES, Cryptanalysis - Differential and Linear model. Symmetric Ciphers -Triple DES, Blowfish; Confidentiality using Conventional Encryption - Placement of Encryption Function, Traffic Confidentiality, Key Distribution, Random Number Generation.
Unit II:
9 lecture hours Public Key Encryption, Digital Signatures, Prime Number Format’s and Euler’s Theorems, Primality testing. Public Key Cryptography and RSA - Principles of Public Key Cryptosystems, RSA Algorithm, Key Management, Diffie-Hellman Key Exchange.

Unit III:
10 lecture hours
Authentication Protocol, Message Authentication, Authentication Requirements,
Authentication Functions, Message Authentication Codes, Message Digest - MD5, Digital Signatures and Authentication Protocols.
Unit IV:
10 lecture hours Network Security: Authentication Applications - Kerberos, X.509 Directory Authentication Service; Electronic Mail Security: Pretty Good Privacy, IP Security-Overview, Architecture, Authentication Header,
Encapsulation Security Payload
Web Security: Basic requirements, Secure Sockets Layer and Transport Layer security, Secure Electronic Transaction
Unit V:
6 lecture hours System Security: Intruders, Malicious Software, Viruses and Related Threats, Counter Measures, Firewalls and their Design Principles.
Cross Site Scripting Attack, SQL Injection Spoofing and Sniffing

Text Books:
1. “Cryptography and Network Security”, William Stallings, 4th Edition, Pearson Education/PHI, 2006.
2. “Network Security: Private Communication in Public World”, Charlie Kaufman, RadiaPerman, Mike Speciner, 2nd Edition, Pearson Education, 2011.


Reference Books:
1. “Cryptography and Network Security”, Atulkahate, TMH, 2003.
2. “Cyber Security”, Nina Godbole, WILEY, 2003.

Modes of Evaluation: Quiz/Assignment/ presentation/ extempore/ Written Examination Examination Scheme:

	Components
	Internal Assessment
	MTE
	ETE

	Weightage (%)
	30
	20
	50



Relationship between the Course Outcomes (COs) and Program Outcomes (POs)



	Mapping between COs and POs

	
	Course Outcomes (COs)
	Mapped
Program Outcomes

	CO1
	Define the basics of OSI security model  and Classical
Encryption Technique.
	PO1, PO2

	CO2
	Understand and identify the application of  Public Key
Encryption Techniques and practices.
	PO2

	CO3
	Demonstrate the application of Data Authentication and Authorization.
	PO1, PO5

	CO4
	Examine the basics concept of Network Security and Web
Security.
	PO1, PO2, PO3

	CO5
	Appraise the recent threats and attacks against the technical
world and design some effective prevention scheme.
	PO5, PSO3



